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Cybercrime and fraud

The perpetrators target people, not technology. Those who know the fraud schemes can spot the danger
at the decisive moment!
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0 Forgeries using artificial intelligence: voices, faces and texts now look deceptively real. Even experts can barely tell the difference.

n The most common fraud schemes

D> Phishing — the fraud scheme with many forms

Phishing is the attempt to obtain someone else's access data under a false, trustworthy-looking identity; that is, the login, password or confirmation code, and thereby access to e-
banking or the credit card. Classically by e-mail or SMS, with links to fake bank or parcel-service websites. Also widespread is the call from a fake bank employee who reports a
suspicious transaction and wants to "help" via remote access; in doing so they gain access to the device and login, often with a spoofed phone number on the display (call ID
spoofing). Most fraud schemes are built on this harvesting of access data.

@ Spying & card theft ‘D Marketplace & purchase fraud ~7  Investment fraud
At the ATM, the checkout or in a crowd: the perpetrators Fake payment or delivery link: on classified-ad sites Fake trading or crypto platform: small fictitious gains
first spy out the PIN, then steal the card and use it such as Ricardo or Tutti, fraudsters often pose as buyers inspire confidence at first. But as soon as you want to
quickly. Closely related to digital phishing. Here too: first and redirect, via a link or QR code, to a phishing page. realise the gains, a block and demands for fees follow,
the data, then the access. Those who believe they are receiving the payment are in and the money is gone.

fact handing over their access data.

C Emotional manipulation Advance-fee and recovery fraud (recovery scam)
Whether feigned love in a romance scam or the shock call from a supposed relative Before any payout a "fee" is always due — and after payment the next one. Particularly
claiming a family emergency: the perpetrators generate strong emotions and time perfidious: fraud victims are contacted again, supposedly to recover the money, and thus
pressure so that the victim pays without thinking. lose a second time.

a How to recognise fraud How to protect yourself

m Time pressure and artificial urgency: something should be confirmed, paid or m Manage access data properly: a separate, strong password for e-banking and
authorised immediately, so that you cannot think it over calmly; reputable bodies important accounts, ideally via a password manager; never reuse them or write them
always allow time to check. down in plain text.

m Offers that are too good to be true: exceptionally high gains, discounts or returns m Use two-factor authentication and check every approval (including new
with no apparent risk. devices): deliberately read the purpose, recipient and amount before you confirm,

m Promise of making money online quickly and easily: supposedly effortless because a code is always valid for exactly one specific transaction.
side income or job offers where you only have to make your account or a little m Choose the communication channel yourself: for calls, SMS or e-mails, do not
time available. respond to the contact details provided, but contact the bank via the official number.

m Request to disclose your password or confirmation code: a bank or authority m Keep devices and programs up to date: regularly update the operating system,
never asks for it, neither by phone nor by e-mail or SMS. browser and banking app, and do not postpone security updates.

m Unexpected links and QR codes: a sender or web address that is only almost m Protect card and PIN physically: never write down or pass on the PIN, cover the
plausible, messages about a supposed delivery, invoice or account block. keypad with your hand when entering it and never let the card out of your hands.

m Request to open e-banking via a link or QR code you received: the bank never m Set restrictions, limits and notifications: keep payment and cash limits moderate
sends the login link by e-mail or SMS; access is only via the address you type in and restrict transactions, or activate push or SMS notification so that abuse
yourself, your own bookmark or the official app. is noticed.

m Request to install software: supposed remote access or an app that gives m Check your account and statements regularly: review account movements and
strangers access to your device or e-banking. card statements promptly and report any discrepancies to the bank without delay.

o What to do in the event of damage?

o o o

Inform the bank immediately and block access/the Secure evidence (messages, screenshots, payment Report the incident to the Federal Office
card. Alternatively: deliberately enter a wrong receipts) and file a report with the police or the for Cybersecurity (FOCS); suspicious sites
password three times or block the card in the app. public prosecutor. via antiphishing.ch.

B Who bears the loss?

In Switzerland, liability for abusive transactions is assessed according to the risk-sphere theory, set out concretely in the banks' general terms and conditions: the
client and the bank each bear the risks they can control themselves. Where transactions were carried out with correct access data, the client is generally liable,
since the means of legitimation must have reached the fraudsters from within their sphere. A (partial) liability of the bank remains the exception. Prevention is
therefore decisive.
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